
  

VPN, IPv6, etc

Tunnels leading to 
somewhere

Native when you can, Tunnel when you must
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Network Tunnels
● Tunnels are just encapsulation of one protocol in 

another
– Virtual Private Networks
– IPv6 inside IPv4 (protocol 41)
– Carrier Ethernet (MAC in MAC)
– PPPoE
– Not TLS/SSL



  

VLANs are just Tunneling
● Ethernet/VLAN ID/IP

– https://packetlife.net/media/captures/802_1ad.pcapng.cap

https://packetlife.net/media/captures/802_1ad.pcapng.cap


  

IPSec Tunnel
● Ethernet/IP/ESP

– https://packetlife.net/media/captures/IPv6-ESP.pcapng.cap

https://packetlife.net/media/captures/IPv6-ESP.pcapng.cap


  

VPN with AH & ESP
● Authenticated Header (AH) Data Integrity

– https://packetlife.net/media/captures/IPsec_ESP-AH_tunnel_mode.cap

https://packetlife.net/media/captures/IPsec_ESP-AH_tunnel_mode.cap


  

VPN Leakage
● Leakage is when traffic does not flow through 

the VPN tunnel
– Most often happens when VPN provider doesn’t 

support IPv6. Solution: Get a better provider



  

Tunnels within tunnels
● If Encapsulating is good, then adding more 

encapsulations must be better right?
– MTU (Max Transfer Unit) limitations
– Overhead



  

Encapsulation on Encapsulation
● IPv6/IPv4/GRE/PPP/IPv4/UDP

– https://packetlife.net/media/captures/gre_and_4over6.cap

https://packetlife.net/media/captures/gre_and_4over6.cap


  

Common non-VPN Tunnels
● Tunnels are more than just VPNs or VLANs

– Accessing the Internet, PPPoE
– Accessing the whole Internet Protocol 41



  

PPPoE Tunnel
● PPPoE is often used by DSL ISPs

– https://packetlife.net/media/captures/PPPoE_Dual-Stack_IPv4_IPv6-with_DHCPv6.cap

https://packetlife.net/media/captures/PPPoE_Dual-Stack_IPv4_IPv6-with_DHCPv6.cap


  

Protocol 41 IPv6 in IPv4
● Used by Hurricane Electric

– https://packetlife.net/media/captures/IPv6_in_IP.cap

https://packetlife.net/media/captures/IPv6_in_IP.cap


  

THANK YOU
Tunnels
Credit by : cvmiller@gmail.com, 2021.
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